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Top Stories 

• Chrysler announced several recalls affecting 840,000 vehicles for issues including faulty 
microcontroller components in head rests and improperly programmed side airbag 
software. - NBC News (See item 3) 

• An accidental detonation at a fireworks show in a large community park in Simi Valley, 
California, left 28 people with minor injuries July 4. - Associated Press (See item 25) 

• A man was charged with setting nine wildfires in California that burned a total of 670. - 
Associated Press (See item 28) 

• Researchers reported a vulnerability affecting 99 percent of Android devices that can allow 
an attacker to modify APK code without breaking legitimate apps’ cryptographic 
signatures. - V3.co.uk (See item 38) 
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Energy Sector 



1. July 4, AnnArbor.com - (Michigan) 14-hour cleanup complete after tanker spill 
1,000 gallons of gas. Crews spent 14 hours cleaning a 1,000-gallon petroleum spill 
from a Sloan Petroleum Transport tanker after the tanker collapsed July 3 while it was 
propped up against another tanker in an Ypsilanti Township parking lot. 

Source: http://www.annarbor.com/news/vpsilanti/100Q-gallon-gas-spill-cleaned-up- 
after- 14-hours/ 

2. July 4, Billings Gazette - (Montana) Cleanup, investigation underway after Phillips 
66 pipeline leaks gas on Crow land. Phillips 66 personnel detected a leak in their 
Seminoe Pipeline near the Soap Creek area on Crow land in Montana and immediately 
shut it down July 2. Federal and State organizations were notified and sent to assess the 
damage as executives estimated 4,200 gallons of gasoline were released. 

Source: http://mtstandard.com/news/state-and-regional/cleanup-investigation- 
underwav-after-phillips-pipeline-leaks-gas-on-crow/article 95f61dd6-2768-5dbl-al0d- 
b25d368738f6.html 

For another story, see item 19 



T Return to topi 

Chemical Industry Sector 

Nothing to report 
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Nuclear Reactors, Materials, and Waste Sector 

Nothing to report 
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Critical Manufacturing Sector 

3. July 4, NBC News - (International) Chrysler recalls 840,000 vehicles, mostly in US. 
Chrysler announced several recalls affecting 840,000 vehicles, mostly in the U.S., for 
issues including faulty microcontroller components in head rests and improperly 
programmed side airbag software. 

Source: http://www.nbc33tv.com/news/chrvsler-recalls-840000-v 

4. July 4, WKYT 36 Lexington - (Kentucky) Pulaski County factory catches fire. A 
Gatormade trailer factory in Somerset caught fire after sparks entered an exhaust vent. 
Production was not expected to be impacted. 

Source: http://www.wkvt.com/news/headlines/Pulaski-Countv-factory-catches-fire- 
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214308171.html 
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Defense Industrial Base Sector 

Nothing to report 
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Financial Services Sector 

5. July 4, United Press International; St. Louis Post-Dispatch - (Missouri) Funeral 
insurance company owner pleads guilty to fraud. The owner of the failed National 
Prearranged Services Inc. funeral service insurance company pleaded guilty to fraud 
charges for diverting $600 million in funds from policy holder reserves to personal and 
commercial expenses. The owner’s son also pleaded guilty to his part in the fraud. 
Source: http://www.upi.com/Top News/US/20 1 3/07/04/Funeral-insurance-company- 
owner-pleads-guilty-to-fraud/UPI-5445 1372950352/ 

6. July 3, Reuters - (National) SEC alleges insider trading in Onyx ahead of Amgen 
offer. The U.S. Securities and Exchange Commission filed a lawsuit and froze assets 
against traders who allegedly made suspicious trades ahead of Onyx’s rejection of a 
takeover bid to make $4.6 million in illicit gains. 

Source: http://www.cnbc.com/id/100864058 

7. July 3, U.S. Securities and Exchange Commission - (International) SEC obtains freeze 
on proceeds from unlawful distribution of Biozoom securities. The U.S. Securities 
and Exchange Commission (SEC) charged eight Argentine citizens with unlawfully 
distributing millions of shares of Biozoom, Inc., yielding approximately $34 million. 
The SEC also froze assets in U.S. brokerage accounts belonging to the accused. 

Source: https://www.sec.gov/news/press/2013/2013-122.htm 

T Return to top i 

Transportation Systems Sector 

8. July 5, WWNY-TV 7 Carthage - (New York) Vehicle involved in accident reported 
missing; Police search for driver. An accident closed a section of Route 1 1 near Fort 
Drum for several hours July 5. 

Source: http://www.wwnvtv.com/news/local/Breaking-Route-ll-Accident-Knocks- 
Out-Power-Near-Fort-Drum-2 1435488 1 .html 

9. July 5, KUSA 9 Denver - (Colorado) Children among four injured in deadly truck 
vs. pedestrian crash. Both directions of Highway 34 in Grand Lake were closed for 
over 2 hours July 4-5 after a vehicle hit five pedestrians crossing the highway near the 
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Trail Ridge Marina. 

Source: http://www.9news.com/news/article/343668/71/Report-One-killed-and-four- 
hurt-in-Grand-Lake-crash 



10. July 4, W ALA-TV 10 Mobile - (Florida) Walton Co. roads closed, damages. More 
than 50 roads in Walton County were closed or damaged because of heavy rain that fell 
on the Florida Panhandle July 4. 

Source: http://www.foxlOtv.com/dpp/news/florida/walton-co-roads-closed-damaged 

11. July 4 , Dixon Patch - (California) Accident lines down: Highway 505 shut down at 
Midway Road. A collision forced the closure of Highway 505 near Vacaville for over 
3 hours July 4. The accident also took down power lines across the roadway and started 
several small fires. 

Source: http://dixon.patch.eom/groups/editors-picks/p/accident-lines-down-hi ghway- 
505-shut-down-at-midway-road 

12. July 4, Denton Record-Chronicle - (Texas) Motorcyclist dies in Argyle accident. A 
fatal motorcycle accident closed Interstate 35W northbound in Argyle for 4 hours July 
4. 

Source: http://www.dentonrc.com/local-news/local-news-headlines/20130704- 
motorcyclist-dies-in-argyle-accident.ece 

13. July 4, KTVN-TV 2 Reno - (Nevada) Head-on accident on Highway 50 sends 3 to 
hospital. A head-on collision closed Highway 50 near Reno for 2 hours July 4. 

Source: http://www.ktvn.com/story/22762327/head-on-accident-shuts-down-portion- 
of-highway-50 

14. July 3, WLUK-TV 11 Green Bay - (Wisconsin) Cheese truck crash closes part of 
Sheboygan Co. highway. Part of Highway 23 in Sheboygan County was closed for 5 
hours after a truck overturned July 2. 

Source: http://www.foxl lonline.com/dpp/news/local/lakeshore/cheese-truck-crash- 
closes-part-of-sheboygan-co-highway 



T Return to top i 

Food and Agriculture Sector 

15. July 4, Food Safety News - (National) Multi-state Listeria outbreak prompts cheese 

recall. Brie-style cheese manufactured by Crave Brothers Farmstead Classics was 
responsible for one death from Listeriosis and four other infections in Minnesota, 
Illinois, Indiana, and Ohio. 

Source: http://www.foodsafetvnews.com/2013/Q7/multi-state-listeria-outbreak- 
prompts-recall/ 



16. July 3, U.S. Food and Drug Administration - (National) Somersault Snack Co. issues 
allergy alert on a limited number of 1 oz. packages of Somersault Pacific Sea Salt 
distributed solely to Target stores in 6-count multipacks. A limited number of 
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packages of 1 ounce Somersault Pacific Sea Salt products which were distributed to 
Target Stores in 6-Count Multi-Packs were recalled by Somersault Snack Co., LLC 
because the products were inadvertently mispackaged. 

Source: http://www.fda.gov/Safety/Recalls/ucm359602.htm 

17. July 3, U.S. Department of Labor - (Texas) Hereford, Texas, meatpacking plant 
cited by US Department of Labor’s OSHA for failing to protect workers from 
various workplace hazards. The Occupational Safety and Health Administration cited 
Caviness Beef Packing Ltd. in Hereford for 25 safety violations and proposed penalties 
of $120,000 for deficiencies in its process safety management program and various 
workplace hazards. 

Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show document?p table=NEWS RELEA 
SES&p id=24330 

18. July 3, Food Safety News - (National) Hepatitis A outbreak from Pomegrante seeds 
in berry mix hits 136. The U.S. Centers for Disease Control and Prevention stated that 
at least 136 people in eight States are now confirmed to have fallen ill with hepatitis A 
from eating contaminated pomegranate seeds sold in Townsend Farms Organic 
Antioxidant berry mix sold at Costco stores. 

Source: http://www.foodsafetvnews.com/2013/07/hepatitis-a-outbreak-from- 
pomegranate-seeds-in-berry-mix-hits-136/ 
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Water and Wastewater Systems Sector 

19. July 5, Nashville Tennessean - (Tennessee) Piedmont pipeline drilling spill muddies 
creek. Clean-up crews worked July 4 to contain and cleanup non-toxic drilling material 
that spilled from the construction of a Piedmont Natural Gas pipeline project into 
Sevenmile Creek in Nashville July 3. Crews installed two check-dams in the tributary 
to minimize the amount of material entering the creek. 

Source: http://www.tennessean.com/article/20130705/NEWSll/307050037/Piedmont- 
pipeline-drilling-spill-muddies-creek 

20. July 3, Salem Statesman Journal - (Oregon) 200 gallons of raw sewage spills into 
Willamette River. Salem Public Works crews worked to clean up a 200 gallon raw 
sewage spill into the Willamette River after discovering a private sanitary sewer pipe 
was illegally connected to the public stormwater system. 

Source: http://www.statesmaniournal.com/article/20130704/NEWS/307040047/200- 
gallons-raw-sewage-spills-into-Willamette-River 

21. July 3, Redding Record Searchlight - (California) Redding calls for water 
conservation after treatment plant loses power. Redding officials urged residents to 
conserve water usage July 3 after a power outage at the Foothill Water Treatment Plant. 
Crews were working to get the plant fully online. 

Source: http://www.redding.com/news/2013/iul/03/redding-calls-water-conservation- 
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after-treatment-p/ 



22. July 3, WSAV 3 Savannah - (Georgia) Around 90 thousand gallons of sewage spilled 
into waters off Tybee. Officials from the Georgia Environmental Protection Division 
reported a 90,000 gallon sewage spill July 1 into the waters off the coast of Tybee 
Island was the result of a sewage line break, and that the area showed normal bacteria 
levels when tested July 2. 

Source: http://www.wsav.com/storv/22755427/90-thousand-gallons 

23. July 2, Beaver Dam Daily Citizen - (Wisconsin) Water valve failure causes drops, 
spikes. The Juneau Emergency Management office in Wisconsin reported a series of 
five water main breaks throughout the city July 1 were due to a service valve failure 
which has since been fixed. 

Source: http://www.wiscnews.com/bdc/news/local/article 005e2488-e387-lle2-bafb- 
Q01a4bcf887a.html 

For another story, see item 34 
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Healthcare and Public Health Sector 

24. July 3, WGGB 40 Springfield - (Massachusetts ) Behavioral Health Network 

notifying patients of unsecured medical records. Behavioral Health Network, Inc. in 
Springfield, Massachusetts, notified 190 patients that their personal health records were 
found unsecured in a dumpster on company property July 1. The company retrieved 
and secured the records after they were found mixed in with administrative records 
which were meant to be disposed. 

Source: http://www.wggb.com/2013/07/03/behavioral-health-network-notifying- 
patients-of-unsecured-medical-records/ 
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Government Facilities Sector 

25. July 5, Associated Press - (California) 28 injured at Calif, fireworks show. An 
accidental detonation at a fireworks show in a large community park in Simi Valley left 
28 people with minor injuries July 4. A bomb squad detonated the remainder of the 
fireworks as 20 people were transported to local hospitals and 8 people were treated at 
the park. 

Source: http://www.news9.com/storv/22764383/14-iniured-at-calif-fireworks-show 

26. July 5, KOLO 8 Reno - (Nevada) Bison Fire burning in Douglas County. Firefighters 
reached 15 percent containment July 5 of the Bison Fire in Douglas County that burned 
1,200 acres after lightning ignited the fire July 4 in the Buffalo Canyon area. 

Source: http://www.kolotv.com/home/headlines/Fire-Threating-Structures-in-Douglas- 
County-214324101.html 
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27. July 5, Helena Independent Record - (Montana) Helena Fire Department OKs 
package that caused Capitol’s evacuation. The Montana State Capitol was evacuated 
July 3 after a suspicious package containing cloth wrapped around tape was delivered 
to the governor’s office. State employees were sent home as authorities screened and 
cleared the package for any harmful substances. 

Source: http://billingsgazette.com/news/state-and-regional/montana/helena-fire- 
department-oks-package-that-caused-capitol-s-evacuation/article 9467b2b5-be66- 
525d-86bO-e3bea3cdf 1 d5 .html 

28. July 4, Associated Press - (California) Arson charges tie man to 9 California 
wildfires. A man was charged July 3 with setting nine fires since September 2011 that 
burned a total of 670 acres in Riverside and San Bernardino counties. The Banning 
resident was arrested June 28 in connection with a wildfire near Mentone. 

Source: http://news.msn.com/crime-iustice/arson-charges-tie-man-to-9-california- 
wildfires 

29. July 4, KMGH 7 Denver - (Colorado) 2 alarm fire hits Columbine High School. Fire 
crews responded to a July 3 fire at Columbine High School in Jefferson County that 
may have started after insulation in a wall caught fire while contractors were welding 
on the roof of the school. Officials are investigating the incident. 

Source: http://www.thedenverchannel.com/news/local-news/2-alarm-fire-hits- 
columbine-high-school 

30. July 4, KOMO 4 Seattle - (Washington) More than 60 firefighters battling Chelan 
County brush fire. Over 400 acres of land was scorched in Chelan County July 4 as 
firefighters battled a brush fire that threatened several structures near the Gold Creek 
area. 

Source: http://www.komonews.com/news/local/More-than-60-firefighters-battling- 
Chelan-County-brush-fire-214337431.html 

31. July 4, Martinez Patch - (California) Major outage hits Diablo Valley College. 
Classes were moved or cancelled July 2-3 at Diablo Valley College in California after a 
power outage knocked out electricity, phones, and the computer network. Classes 
resumed July 5 with full restoration of power expected by July 8. 

Source: http://martinez.patch.com/groups/schools/p/diablo-vallev-college-hit-bv- 
power-outage 

32. July 4, Associated Press - (Arizona) Yarnell Hill Fire now 80 percent contained. 
Firefighters reached 80 percent containment of Arizona’s Yarnell Hill Fire July 4 that 
burned over 100 structures on 13 square miles. 

Source: http://www.azfamilv.com/news/Fire-crews-aim-to-contain-85-percent-of- 
Y amell-Hill-Fire-2 14321321 .html 

33. July 3, Eau Claire Leader-Telegram - (Wisconsin) Power outage shuts down CVTC 
Clairemont campus. A July 3 power outage at Chippewa Valley Technical College in 
Eau Claire prompted the closure of several different buildings on campus as Xcel 
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Energy crews worked to restore electricity. 

Source: http://www.leadertelegram.com/news/daily updates/article Iac03148-e410- 
1 Ie2-bb4a-0019bb2963f4.html 



34. July 3, WETM 18 Elmira - (New York) Boil water advisory for Park Station. Due to 
a power outage at Park Station in Chemung County, the park and recreational areas 
were placed under a boil water advisory. A minimum of 2 days of clean water samples 
are required before the Health Department will remove the advisory. 

Source: http://www.wetmtv.com/news/local/story/Boil-Water-Advisorv-for-Park- 
Station/7AmOoS-8kEOrMAZEZJo3xg.cspx 

For another story, see item 49 
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Emergency Services Sector 

35. July 3, Miami Herald - (Florida) Inmates brawl after Miami-Dade jail security gaffe 
leaves doors open. Electronically controlled cell doors opened at Miami’s Turner 
Guilford Knight jail when a control panel malfunctioned, prompting four inmates to 
rush into the cell of another inmate and attack him. Guards pepper- sprayed the 
attackers and confiscated at least two homemade shanks. 

Source: http://www.miamiherald.com/2013/07/03/v-fullstory/3484147/inmates-brawl- 
after-miami-dade.html 

[ Return to top ] 

Information Technology Sector 

36. July 5, Softpedia - (International) Private Exploit Pack: New browser exploit kit 
advertised on hacker forums. A new browser exploit kits named Private Exploit Pack 
was found being advertised on hacker forums. The exploit pack works on Windows XP, 
7, and 8, and contains exploits for Java, Internet Explorer, PDF, and Microsoft Data 
Access Components. 

Source: http://news.softpedia.com/news/New-Browser-Exploit-Pack-Private- 
Advertised-on-Hacker-Forums-366008.shtml 

37. July 5, Softpedia - (International) Opera 12.16 replaces code signing certificate. 
Opera Software released version 12.16 of its Opera browser containing a new code 
signing certificate following a security breach where attackers were able to obtain an 
older certificate. 

Source: http://news.softpedia.com/news/Opera-12-16-Replaces-Code-Signing- 
Certificate-365932.shtml 

38. July 4, V3.co.uk- (International) Android master key leaves 99 percent of Google 
smartphone and tablet users open to attack. Bluebox Security researchers reported a 
vulnerability in Android 1.6 and later that can allow an attacker to modify APK code 
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without breaking legitimate apps’ cryptographic signatures, turning a legitimate app 
into a malicious one. 

Source: http://www.v3.co.uk/v3-uk/news/2279495/android-master-key-leaves-99- 
percent-of-google-smartphone-and-tablet-users-open-to-attack 

39. July 4, Softpedia - (International) Customizable mobile number harvesting service 
found on underground market. Researchers at Webroot identified a mobile number 
harvesting service for sale on underweb markets that allows the user to customize the 
type of information they collect, which can then be utilized to drive SMS spam 
campaigns. 

Source: http://news.softpedia.com/news/Customizable-Mobile-Number-Harvesting- 
Service-Found-on-Underground-Market-365696 . shtml 

40. July 4 , Help Net Security - (International) Trojanized Android app collects info, 
comments on NSA surveillance. A trojanized version of a legitimate music app was 
identified that on July 4 was triggered to display an image and run a service criticizing 
National Security Agency data collection programs. The app also attempts to send 
device information to a remote server upon restart. 

Source: https://www.net-securitv.org/malware news.php?id=2535 

41. July 4, Help Net Security - (International) Critical Cryptochat group chat bug 
fixed. The developers of the Cryptochat secure chat program advised users to 
update to the latest version that fixes a vulnerability in the program’s group chat 
function that could allow conversations to be cracked via brute for attacks. 

Source: https://www.net-securitv.org/secwoiid.php7idM5182 

42. July 3, The H - (International) Apple releases security update for Mac OS X. Apple 
released a security update for four versions of its OS X operating system, closing three 
QuickTime flaws that could cause crashes or allow arbitrary code execution. 

Source: http://www.h-online.com/securitv/news/item/Apple-releases-securitv-update- 
for-Mac-OS-X-191Q729.html 



Internet Alert Dashboard 



To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org 
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Communications Sector 

Nothing to report 
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Commercial Facilities Sector 



43. July 5, WMAZ 13 Macon - (Georgia) 1 dead, 3 injured in shooting outside Macon 
Club. Police are searching for the gunman involved in a July 5 shooting in a parking 
garage near the Zodiac night club in Macon that left one person dead and 3 others 
wounded after an earlier fight. 

Source: http://www.l3wmaz.com/news/article/237898/4/l-Dead-3-Iniured-in- 
Shooting-Outside-Macon-Club 

44. July 5, Florida Times-Union - (Florida) 8 injured in Neptune Beach balcony 
collapse. Eight party attendees were injured July 4 when a Neptune Beach rental unit’s 
balcony collapsed. 

Source: http://iacksonville.com/news/2013-07-04/story/8-iniured-neptune-beach- 
balcony-collapse 

45. July 4, WAFF 48 Huntsville - (Alabama) 2 firefighters injured in Shoals apartment 
fire. A July 3 fire at the Heathrow Apartments in Florence left two firefighters injured 
and damaged at least 4 units. 

Source: http://www.waff.com/story/22760587/firefighters-respond-to-shoals- 
apartment-fire 

46. July 4, Associated Press - (Illinois) Rockford hotel fire displaces 60, injures 3 
people. A July 3 fire at the Howard Johnson Hotel in Rockford left three injured, 
displaced 60 people, and caused $300,000 in damage. 

Source: http://thesouthern.com/news/local/rockford-hotel-fire-displaces-iniures- 
people/article 663762f6-e4f4-l le2-8802-0019bb2963f4.html 

47. July 3, WDAZ 8 Devils Lake - (Minnesota) Lake Breeze Motel resort building 
destroyed after apparent explosion. A Lake Breeze Motel Resort building containing 
an office, sauna, and two rentals was destroyed after an explosion and fire July 3. One 
person was injured. 

Source: http://www.wdaz.com/event/article/id/18462/group/homepage/ 

48. July 3, KTNV 13 Las Vegas - (Nevada) Brawl injures six before soccer match at 
Sam Boyd Stadium. Six people were transported to the hospital July 3 after a brawl 
involving between 200 and 400 people started before a soccer match at the Sam Boyd 
Stadium in Las Vegas. 

Source: http://www.ktnv.com/news/local/214244101.html 
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Dams Sector 



49. July 4, Associated Press - (Kentucky) Dam supplying water to Mammoth Cave 
leaking. The Kentucky Infrastructure Authority will give a $1,175 million low-interest 
loan to Green Valley Water District after it was discovered the ground underneath a 
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dam supplying water for Mammoth Cave National Park and four southern Kentucky 
counties was both eroding and in need of repair. 

Source: http://www.kentuckv.com/2013/07/04/2703761/dam-supplying-water-to- 
mammoth.html 



50. July 3, Associated Press - (Idaho) Cold water release from N. Idaho dam comes 
early. Pacific Northwest water managers began the release of about 2 million acre-feet 
of 43-degree water from the Dworshak Reservoir in Lewiston June 30 to improve the 
conditions for fish in Snake River after unseasonably high temperatures raised the 
water temperature to dangerous levels. 

Source: http://www.columbian.com/news/2013/iul/03/cold-water-release-from-n-idaho- 
dam-comes-early/ 
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their Web page at www.us-cert.gov . 
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